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Arch Insurance Group Inc. 
One Liberty Plaza 
53rd Floor 
New York, NY 10006 
 
Re:  Cyber Liability Insurance 
 

Please Complete the 7 Questions below and sign the last page: 
 

 
1. Please provide the full legal and trade name/s of all entities requesting coverage under this policy: 
 
 

____________________________________________________________________________________ 
 

2. During the last 5 years, have you had any information security or privacy breaches including 
unauthorized access, unauthorized use, denial of service attack, breach, theft of data, fraud, 
electronic vandalism, sabotage or other security or privacy events?  Yes             No    
 

3. Are you aware of any circumstance or event that could result in a claim being made against the policy 
being applied for?         Yes              No   

 
4. Does your company have cyber security controls in place (i.e. Firewall, Anti-virus software, 

Encryption Tool, Virtual Private Network etc.)?                                            Yes             No    
 

5. Are the cyber security controls and subscriptions with cyber security providers updated regularly? 
 

Yes             No    
 

6. Do you take regular backups of all organizational critical platforms, applications or information? 
 

Yes             No    
 

7. When you access email, critical platforms, applications or information do you enforce Multi-Factor 
Authentication for all? 

Yes             No    
 

IT IS AGREED THAT ANY LOSS ARISING FROM, BASED UPON, OR ATTRIBUTABLE TO ANY EVENT OR 
CIRCUMSTANCE OF WHICH ANY PERSON OR ENTITY HAS ANY KNOWLEDGE OR INFORMATION WILL 
BE EXCLUDED FROM COVERAGE UNDER THE PROPOSED INSURANCE 

APPLICATION MUST BE SIGNED AND DATED BY AN AUTHORIZED OFFICER, PARTNER OR PRINCIPAL. 

THIS APPLICATION DOES NOT BIND THE APPLICANT OR THE COMPANY, NOR DOES IT OBLIGATE THE 
COMPANY TO ISSUE A POLICY OR INSURE ANY SERVICES.  HOWEVER, IT IS AGREED THAT SHOULD A 
POLICY BE ISSUED, THIS APPLICATION WILL BE ATTACHED TO AND MADE A PART OF THE POLICY. 

THE UNDERSIGNED(S) CERTIFIES THAT HE/SHE IS THE DULY AUTHORIZED REPRESENTATIVE(S) OF 
EACH PROPOSED INSURED WHICH SUBMITS THIS APPLICATION FOR A POLICY OF INSURANCE.  THE 
STATEMENTS AND INFORMATION ABOVE AND ALL SCHEDULES AND DOCUMENTS SUBMITTED, OF 
WHICH THE UNDERWRITER RECEIVES NOTICE, ARE DEEMED PARTS OF THE APPLICATION (ALL OF 
WHICH SCHEDULES AND DOCUMENTS SHALL BE DEEMED ATTACHED TO THE POLICY AS IF 
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PHYSICALLY ATTACHED THERETO), AND THE WORD "APPLICATION" REFERS TO ALL OF THE 
FOREGOING. 

EACH PROPOSED INSURED REPRESENTS THAT THE STATEMENTS SET FORTH IN THE APPLICATION 
ARE TRUE AND CORRECT, AND THAT REASONABLE EFFORTS HAVE BEEN MADE TO OBTAIN 
INFORMATION SUFFICIENT FOR ACCURATE COMPLETION OF THIS APPLICATION.  IT IS FURTHER 
AGREED BY EACH PROPOSED INSURED THAT EACH POLICY OR RENEWAL THEREOF, IF ISSUED, IS 
ISSUED IN RELIANCE UPON THE TRUTH OF THE REPRESENTATIONS AND INFORMATION IN THE 
APPLICATION. 

EACH PROPOSED INSURED UNDERSTANDS AND AGREES THAT ANY INSURANCE POLICY ISSUED BY 
THE COMPANY SHALL BE SUBJECT TO RESCISSION IF THIS APPLICATION CONTAINS ONE OR MORE 
MISREPRESENTATIONS OR OMISSIONS MATERIAL TO THE ACCEPTANCE OF THE RISK BY THE 
COMPANY. 

IF THE INFORMATION SUPPLIED ON THIS APPLICATION OR ATTACHMENTS THERETO CHANGES 
BETWEEN THE DATE OF THIS APPLICATION AND THE INCEPTION DATE OF THE POLICY, THE APPLICANT 
WILL IMMEDIATELY NOTIFY THE COMPANY OF SUCH CHANGES. 

NOTICE:  ANY PERSON WHO, KNOWINGLY OR WITH INTENT TO DEFRAUD OR TO FACILITATE A FRAUD 
AGAINST ANY INSURANCE COMPANY OR OTHER PERSON, SUBMITS AN APPLICATION OR FILES A 
CLAIM FOR INSURANCE CONTAINING FALSE, DECEPTIVE OR MISLEADING INFORMATION MAY BE 
GUILTY OF INSURANCE FRAUD. 

NOTICE TO ALABAMA APPLICANTS: Any person who knowingly presents a false or fraudulent claim for payment of a loss 
or benefit, or who knowingly presents false information in an application for insurance is guilty of a crime and may be subject to 
restitution or confinement in prison, or any combination thereof. 

NOTICE TO ARKANSAS, LOUISIANA, NEW MEXICO, RHODE ISLAND AND WEST VIRGINIA APPLICANTS: Any person 
who knowingly presents a false or fraudulent claim for payment of a loss or benefit, or knowingly presents false information in 
an application for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

NOTICE TO COLORADO APPLICANTS: It is unlawful to knowingly provide false, incomplete, or misleading facts or information 
to an Insurance Company for the purpose of defrauding or attempting to defraud the Company. Penalties may include 
imprisonment, fines, denial of insurance, and civil damages. Any Insurance Company or agent of an Insurance Company who 
knowingly provides false, incomplete, or misleading facts or information to a policyholder or claimant for the purpose of 
defrauding or attempting to defraud the policyholder or claimant with regard to a settlement or award payable from insurance 
proceeds shall be reported to the Colorado Division of Insurance within the Department of Regulatory Agencies. 

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: Warning:  It is a crime to provide false or misleading information to an 
insurer for the purpose of defrauding the insurer or any other person. Penalties include imprisonment and/or fines. In addition, 
an insurer may deny insurance benefits if false information materially related to a claim was provided by the applicant. 

NOTICE TO FLORIDA APPLICANTS: Any person who knowingly and with intent to injure, defraud, or deceive any insurer files 
a statement of claim or an application containing any false, incomplete or misleading information is guilty of a felony in the third 
degree. 

NOTICE TO KANSAS APPLICANTS: Any person who, knowingly and with intent to defraud, presents, causes to be presented 
or prepares with knowledge or belief that it will be presented to or by an insurer, purported insurer, broker or any agent thereof, 
any written, electronic, electronic impulse, facsimile, magnetic, oral or telephonic communication statement as part of, or in 
support of, an application for the issuance of, or the rating of an insurance policy for personal or commercial insurance, or a 
claim for payment or other benefit pursuant to an insurance policy for commercial or personal insurance which such person 
knows to contain materially false information concerning any fact material thereto; or conceals, for the purpose of misleading, 
information concerning any fact material thereto commits a fraudulent insurance act.  
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NOTICE TO KENTUCKY APPLICANTS: Any person who knowingly and with the intent to defraud any Insurance Company or 
other person files an application for insurance containing any materially false information, or conceals for the purpose of 
misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime. 

NOTICE TO MAINE, TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS: It is a crime to knowingly provide false, 
incomplete or misleading information to an Insurance Company for the purpose of defrauding the Company.  Penalties include 
imprisonment, fines and denial of insurance benefits. 

NOTICE TO MARYLAND APPLICANTS:  Any person who knowingly or willfully presents a false or fraudulent claim for payment 
of a loss or benefit or who knowingly or willfully presents false information in an application for insurance is guilty of a crime and 
may be subject to fines and confinement in prison. 

NOTICE TO NEW JERSEY APPLICANTS: Any person who includes any false or misleading information on an application for 
an insurance policy is subject to criminal and civil penalties. 

NOTICE TO NEW YORK APPLICANTS: Any person who knowingly and with intent to defraud any Insurance Company or other 
person files an application for insurance or statement of claims containing any materially false information, or conceals for the 
purpose of misleading information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime, 
and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each such 
violation. 

NOTICE TO OHIO APPLICANTS: Any person who, with intent to defraud or knowing that he is facilitating a fraud against an 
insurer, submits an application or files a claim containing a false or deceptive statement is guilty of insurance fraud. 

NOTICE TO OKLAHOMA APPLICANTS:  WARNING:  Any person who knowingly, and with intent to injure, defraud or deceive 
any insurer, makes any claim for the proceeds of an insurance policy containing any false, incomplete or misleading information 
is guilty of a felony 

NOTICE TO OREGON APPLICANTS: Any person who, knowingly and with intent to defraud or facilitate a fraud against any 
insurance company or other person, submits an application, or files a claim for insurance containing any false, deceptive, or 
misleading material information may be guilty of insurance fraud.  

NOTICE TO PENNSYLVANIA APPLICANTS: Any person who knowingly and with the intent to defraud any Insurance Company 
or other person files an application for insurance or statement of claim containing any materially false information, or conceals 
for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a 
crime and subjects such person to criminal and civil penalties. 

NOTICE TO PUERTO RICO APPLICANTS: Any person who knowingly and with the intent to defraud, presents false information 
in an insurance request form, or who presents, helps, or has presented a fraudulent claim for the payment of a loss or other 
benefit, or presents more than one claim for the same damage or loss, will incur a felony, and upon conviction will be penalized 
for each violation with a fine of no less than five thousand dollars ($5,000) nor more than ten thousand dollars ($10,000); or 
imprisonment for a fixed term of three (3) years, or both penalties.  If aggravated circumstances prevail, the fixed established 
imprisonment may be increased to a maximum of five (5) years; if attenuating circumstances prevail, it may be reduced to a 
minimum of two (2) years. 

 

____________________________________________________________ 
SIGNED BY AUTHORIZED OFFICER, PARTNER OR PRINCIPAL 

___________________________     _________________________ 
PRINTED NAME         TITLE 

____________________       _____________ 
PHONE NUMBER       DATE 
 


